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STAYING SAFE ON ZOOM

Zoom is a video conferencing app, designed for business use, which has
become popular with individuals and clubs as a way of keeping in touch
during the Coronavirus crisis.

In this new digital age, Boccia England are aware that boccia clubs and
groups are ever increasingly using video

conferencing applications such as Zoom to stay in Z OOI I l

contact with members and to deliver virtually

training sessions. Boccia England have therefore produced the following
guidance and tips to ensure Zoom sessions are safe and secure to ensure
the enjoyment of all involved.

Top Tips

@ |akethetime tounderstand your Zoom settings before launching a session.
This includes familiarising yourself with the security icon in the menu bar so
you know how to lock the session, use the waiting room and remove
participants.

e Usethe “scheduled meeting” option to create a unique URL for each session
and ensure that each session is password protected. This will prevent
‘Zoombombing’ in which somebody uninvited joins the session to disrupts it.

@ Ensurethat those attending register for the session in advance.

@ Never share your ‘meeting URL" or your ‘personal meeting room URL" in a
public space on social media.

e Createa"Waiting Room” so people can't join the session before the Host.
This will allow you to admit people to the session one at a time.

@ Disable File Transfer so people can’t introduce anything unwanted into your
session.

e [fthe sessionis public, ensure that only the host can share their screen.

e Usethe “Allow Removed Participants to Rejoin” setting - this will mean
anyone who has been removed from the session can’t rejoin.

e |f you have the setting Stream to Facebook set to on, you need to check that
you haven't enabled Stream to YouTube, because your video will not be
secure.

@ Ensure that children, young people and vulnerable adults are supervised at
all times during Zoom sessions.
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https://support.zoom.us/hc/en-us/sections/201740116-Settings-Controls
https://blog.zoom.us/wordpress/2020/04/08/zoom-product-updates-new-security-toolbar-icon-for-hosts-meeting-id-hidden/
https://support.zoom.us/hc/en-us/articles/201362413-Scheduling-meetings
https://support.zoom.us/hc/en-us/articles/115000332726-Waiting-Room
https://support.zoom.us/hc/en-us/articles/209605493-In-meeting-file-transfer#:~:text=In%20the%20navigation%20menu%2C%20click%20User%20Management%20then%20Group%20Management,Status%20toggle%20to%20enable%20it.
https://support.zoom.us/hc/en-us/articles/360021851371-Allowing-Removed-Participants-or-Panelists-to-Rejoin

