, a¥ BOCCIA
W@y ENGLAND

STAYING SAFE ON LINE
GUIDANCE

As a National Governing Body of sport, Boccia England has a moral and legal obligation to
ensure that the highest possible standard of care is provided for everyone involved in the

sport.

The use of social media and electronic communication to share, create and discuss issues
and content can be extremely positive and Boccia England encourages this. It is also a great
mechanism for our members and non-members to promote themselves, their clubs, their

achievements and the sport of boccia

However, BE will challenge anyone using social media and electronic communication either
intentionally or by association to insult, slander, create a risk to personal safety or abuse any

individual, organisation or the sport of boccia.

This guidance for all members, participants, connected participants, volunteers and staff to
help them understand the acceptable standards of use of social media and electronic
communication in boccia. It sets out best practice designed to assist everyone in
understanding what the potential risks are in using social media and electronic

communication and how these can be managed.

The pace of change in technology means that it is not possible to identify a definitive list of
all forms of social media and electronic communication which this guidance applies to,
hence it is to be read as applying to all forms commonly understood to be social media and
electronic communication and used as such. This guidance is to be read in conjunction with
the BE Codes of Conduct and you are reminded that misuse of social media and electronic

communication can result in disciplinary action being taken.

Whilst clubs, coaches, volunteers, staff and athletes are encouraged to use social media and
electronic communication to positively promote their clubs, themselves and their

achievements and the sport of boccia, the balance between the right to free speech and the



responsibility not to insult, slander, abuse or create risks to anyone’s personal safety must
be borne in mind. This guidance seeks to assist each person in knowing how to achieve that

balance.

Good practice guidance

As a general principle it is recommended that the club, athlete or individual has a
webpage/profile which is used for their involvement in boccia and that they keep their
personal identity, pages and profile separate. This will help in distinguishing between what is
part of a person’s private life, and what is part of their life in boccia. Whilst there will always
be grey lines between the two, having separate online identities should assist in focusing the
mind on what is and what is not appropriate content and usage, before anything is posted.
The use of social media and electronic communication to target individuals, whether for
grooming or the increasing incidences of cyber bullying, has created a set of risks to
vulnerable people which is a real challenge to manage. Everyone is creating potential risk to
themselves when they post personal information.

Thinking before you post will help reduce these sorts of unforeseen consequences.

Emails and text messaging

Emails and text messaging can provide an excellent opportunity to quickly disseminate
information to a group of people. The significant benefit is that it is not only cheap, but it is
one of the most direct forms of communication as most people have mobile phones with

them or access to emails at all times.

For children and young people and adults at risk the safeguarding risks associated with
emails and text messaging include:
e |nappropriate access to, use or sharing of personal details (e.g. names, email
addresses, phone numbers).
e Unwanted contact with children/young people and adults at risk by adults with bad
intent (text bullying by peers)
e Being sent offensive or otherwise inappropriate material.
e Online bullying by peers.
e Grooming for sexual abuse.

e Direct contact and abuse.
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For adults involved risks include:

Misinterpretation of their communication with young people.
Potential investigation (internal or by statutory agencies).

Potential disciplinary action.

Due to these risks BE have produced guidelines below, which all members, participants,

connected participants, volunteers and staff should follow when using emails and text

messages to communicate. These guidelines will help to ensure that effective safeguarding

measures are put in place to protect children and young people and adults at risk and to

minimise the risks.

There should not be direct communication with children under the age of 16 years, it
should be via their parents only

For players aged 16 — 18 years, parents should be informed and aware of any
communication between the coach and young person, this should be agreed via a
parent consent form

Coaches should also limit all email communication to boccia related matters. It is
advisable to always send a group message rather than single messages to one player.
The content should relate solely to Boccia and should reflect the professional
relationship between coach and athlete.

Emails and Text messages should be sent at appropriate times of the day (i.e. not
overnight).

You should not allow anyone to use your phone to email or text a young person.

All coaches, staff, volunteers, parents and members should always behave
responsibly and respectfully when using emails. They should not post or discuss
unfavourable comments about coaches, players, any helper or volunteer, parents or
club/s. Negative comments may contravene the BE Codes of Conduct and therefore
may be subject to disciplinary action.

The emails must never contain any offensive, abusive or inappropriate language and
be professional at all times.

Emails should come from the same person, i.e. club lead, programme manager or
head coach.

Emails should be about legitimate boccia information and avoid over-familiarity.
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e For group emails, consideration should be made as to if it is appropriate to allow
others access to all the recipient's email addresses by using the ‘to’ field or if the
‘blind carbon copy’ (bcc) function should be used.

e People should be given the option to opt out of receiving further emails.

e Email addresses should not be passed on or used for other purposes without
permission.

¢ Inthe event of an emergency, individual emails and texts may be used but again

must be copied into the Welfare Officer and / or parent.

Social Media

Social media is a dynamic, constantly evolving form of communication that allows people to
take part in online communities, generate content and share information with others.
When used properly, is exciting and opens up a lot of opportunities. Social media services
are particularly popular with children and young people, as they offer opportunities to be
creative, connect with others and share interests. However, the use of social media also
introduces a range of potential safeguarding risks. It is important that all members,
participants, connected participants, volunteers and staff take appropriate steps to ensure

they are being safe online.

Expressing your opinion is fine, being rude in the way you express it or expressing
discriminatory views is not and could lead to the individual who posted the comment,
anyone who forwards or positively affirms the comment, being subject to disciplinary action.
The speed and variety in the development of social media forums, means that posts can be
generated rapidly and spread to a wider audience in a very short space of time. All members,
participants, connected participants, volunteers, staff and members of the public can and

should report any misuse of social media.

Risks associated with social media include: bullying, grooming and potential abuse by online
predators, identity theft and exposure to inappropriate content including; self-harm, racism,

hate and adult pornography.

Potential risks can include;
e Bullying by peers and people they consider friends.

e Posting personal information that can identify and locate a child offline.
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e Sexual grooming, luring, exploitation and abuse, contact with strangers.
e Exposure to inappropriate and/ or content.
e Involvement in making or distributing illegal or inappropriate content.
e Theft of personal information.
e Exposure to information and interaction with others who encourage self-harm.
e Exposure to racist or hate material.
e Glorifying activities such as drug taking or excessive drinking.
There are cases where adults have used social media as a means for grooming children and
young people for sexual abuse. Online grooming techniques can include:
e Gathering personal details, such as age, name, address, mobile number, name of
school and photographs.
e Promising meetings with sports idols or celebrities or offers of merchandise.
e Offering cheap tickets to sporting or music events.
e Offering material gifts including electronic games, music or software.
e Bullying and intimidating behaviour such as threatening to expose the child by
contacting their parents to inform them of their child’s communication or postings on
a social networking site, and/or saying they know where the child lives, plays sport,
or goes to school.

e Asking to meet children and young people offline.

Social media guidance for coaches and officials

Social media accounts are great for promoting boccia and boccia coaching as well as being a
fun way to unwind and stay in touch with friends, but it’s vital that these two worlds are
kept separate. You should have separate boccia and personal pages/accounts; all contact
with players should be through the former, and strictly in relation to coaching or officiating.
You should also adjust the privacy settings for your personal account so that content is only
visible to accepted ‘friends’. This will keep younger players safe from material that may be
unsuitable for them, and will prevent your online interactions from being treated as
suspicious.

Though younger players may see you as a friend, and may request to be your ‘friend’ on a
social media site, it’s important that you direct them towards your boccia page/account and
that all contact is purely professional. What they might consider innocent, friendly contact

probably won’t be seen as such by their parents and your associates.
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It’s also important to be mindful of any content that you post online via your boccia
page/account remember that you’re representing a club/organisation. It may seem obvious,
but ensure that nothing you post could cause personal distress or be seen as inappropriate.
If you wouldn’t put it on the club message board, it doesn’t belong on the club’s social media
pages.

All contact should be in relation to coaching and officiating. Should you need to contact
players, you should make sure you have contact details for a parent as well, so that any
messages can be sent to both. Again, the key is to remember that if you wouldn’t leave it on
a note on the message board, you shouldn’t be sending it in a message to a player.

If you suspect that someone is using social media in an unsafe or inappropriate manner, you
should report their behaviour to your club’s welfare officer, or to the BE Lead Safeguarding

officer.

Beware of what you post;

e Coaches and officials are advised to consider carefully what they post as comments
can be viewed wider than perhaps originally intended. This also applies to comments
left on other people’s pages and the sharing of photographs. Consider your position
as a role model in this area.

e The publishing of a photograph or video footage on a social networking site is
governed by the same requirements as any other media. For further guidance see the
Boccia England guidelines for the use of photographic and recorded images in boccia
and always ensure you have parental permission before you post any photo of a
young person.

e Your professional reputation is valuable to your current and future career and
consequentially managing your online reputation is an essential part of being a
coach, official, player or manager. Always think carefully before making any posts,
status updates or having discussions regarding clubs, players or BE and in an online
environment — even if your account is private. Comments made public can easily be
taken out of context. Consider the language you use — abrupt or inappropriate
comments, even if they were made in jest, may lead to complaints. Anything that is
put online is potentially public and permanent.

e Social networking sites should never be used as a medium by which to abuse or

criticise any BE member, participant, connected participant, volunteer, staff member,
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clubs or BE itself and to do so would be in breach of the BE Codes of Conduct and

therefore subject to disciplinary action.

Guidance to coaches and officials who have children who play in the club where they
operate.

Many parents are becoming members of social networking sites that their children sign up
to for security reasons. This enables them to view their child’s site and help ensure the
safety of their own child. This will give the parent access via their child’s site to all children
listed as friends of their child. It would not be appropriate for BE to prevent a parent in this
situation from using this form of protection for their child’s online activities.

Therefore in such cases:

e The coach can have players in the club on the site he / she is accessing providing the
under 18 year old club members on the site are listed as friends of his / her child or
the club social networking pages.

e The coach concerned does not have direct contact with those players through the
social networking site.

e The coach does not accept such players as friends on his / her home site.

e The coach should inform the Club Welfare Officer of this arrangement.

Coaches and officials who are aged Under 18

BE recognises that social networking sites can be a useful tool for coaches and officials
within boccia clubs to share information with other coaches or officials. If however, the
coach or official is under the age of 18, while they may be a colleague; the following should
be adhered to.

e If the parent of the young coach and the young person themselves requests to have
contact with an adult club officer, coach or official for the purposes of sharing
professional information relevant to their role:

o The club should gain written consent of the parent/guardian and young
person to have such contact naming the individual adult and social
networking site concerned.



o The named adult must sign an agreement to keep the contact with the young
person to the discussion of matters relevant to the young person’s
professional role in the club .

o All such communications should be shared with an identified 3rd person (e.g.
the young person’s parent/guardian or Club Welfare Officer).

o If the young person or the adult is found to breach the above agreement
action must be taken by the club to address the concern and/or the breach

referred to BE or the statutory agencies if appropriate.

Social media guidance for parents and carers

This generation is growing up with the internet as part of their everyday lives, and that’s a

good thing. It’s a great place for them to learn, to have fun and to chat with their friends. Of

course, it’s important to make sure that they’re safe while they do it.

As adults in boccia we all have a responsibility to do our best to empower our young people

to keep themselves safe. We also need to learn what we can to ensure that we too are doing

our best to keep them safe through our actions and advice. Please read and action the

following to ensure you are promoting a positive message to young people in your care:

Ensure that your child does not have a social media presence until they are at least
13 years old, this age is set for a reason — their safety!

Be open with your child about the websites they use and ask them to show you how
they communicate and what they watch. Check age limits for playing online games.
Ensure your computers and phones are password protected and ensure appropriate
security software is installed.

Make sure that your family computer is in a main living area, and the screen is
positioned so that you can see what’s going on.

Read the BE codes of Conduct and ensure you are a positive role model in all aspects
of your communication with both young people and adults. Help your child to
understand this message.

Always remember that anything you or your child says including photos, pictures and
video clips posted on your sites may be shared with people other than those for
whom it was intended.

Never post or send any photographs, videos or make comments that may be
potentially hurtful or upsetting or open to interpretation, once it is posted it cannot

be taken back, share this message with your son/ daughter. A useful way to think is
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would you post the message in a frame in your boccia club / sports hall, if not then

don’t post!

Make it clear to your son/ daughter that they should not be asking for links to other adults
pages if they know them through boccia as this is against good practice and the safeguarding

policy for BE.

Remember: it is against Facebook’s rules for your child to have an account if they’re under
thirteen years old. This is to prevent them from being exposed to potentially inappropriate
content. You will find all you need to know about keeping young teens safe on Facebook on

their official safety page for parents: http://www.facebook.com/safety/groups/parents/.

Social media guidance for children and young People
The internet is a great place to learn and to have fun with your friends, and the best way to
have fun is to make sure that you stay safe. Luckily it’s easy to too.
You should think about the points below whenever you use the internet, or speak to people
online:
e If someone isn’t your friend in real life, they aren’t your friend on the internet. Be
careful when accepting friend requests.
e Sometimes people on the internet aren’t who they say they are. If you’re not 100%
sure, don’t risk it.
e Remember to change your privacy settings so that only your friends can see
information about you, your wall posts and your photos.
e |f someone is sending you messages or texts that you are worried about, you should
tell your parents, an adult you trust, your teacher or your club’s child protection

officer.

Remember that your coach is a professional, just like your teachers. They should not be your
friend on Facebook, and should not be texting or messaging you unless it is completely

about boccia, such as when they’re arranging a match or coaching session.

Bullying can happen online too, and it’s known as cyber-bullying. If you, or someone you

know, has had this happen to them you should tell an adult that you can trust.
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Don’t be afraid to tell someone if you have concerns.

Young people DO

Keep your photos and personal information private.

Conduct yourself in a respectful and courteous manner on social media as you would
at home, in school or at boccia.

Use the internet positively and do not place yourself at risk.

Consider who you are inviting to be your friend and follow the good advice of the
social networking sites to ensure you are talking to the person you believe you are
talking to.

Remember that anything you say including photos, pictures and video clips posted on
your site may be shared with people other than those for whom it was intended.

Be aware that social networking sites are a method of communication like letter
writing and the spoken word. They are bound by the same laws and rules. Such
technology is instant and this allows you as the user to react in the ‘heat of the
moment’, where in the past you would have been required to write a letter which
would have taken time and allowed for you to think again before sending. So never
place a comment on the internet that you would not put in writing or say to the
individual concerned.

Tell a professional or an adult that you trust if you are worried or concerned about

online behaviour or unwanted contact/communication.

Young people DO NOT

Send inappropriate text messages or post messages on social media that are
offensive, nasty or derogatory in any way.

Accept any friend requests from people you don’t know or you feel uncomfortable
accepting.

Post or send any photographs, videos or make comments that may be: Hurtful,
untrue and upsetting and you may regret sharing later on; or Used by other people in
a way you did not intend or want.

Put pictures of other club members on the clubs social networking sites. If you do
wish to upload such a picture you must get advice and consent of your parent, the
other young person and their parent and a club officer before even considering

uploading such a photo.
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Social media guidance for boccia clubs
The following guidelines contain practical safety measures and provide a useful starting
point to help you as a boccia club/organistion. Clubs and organisations should ensure that all

areas identified are addressed and consider the following;

e When you create a profile on a networking site such as Facebook, use an official club/
organisation email address rather than a personal email address

e Ensure that only club/organisational rather than personal email addresses are made
available on or through a profile.

e Keep the log-in details to the account (including the password to the account and
webpage/profile) secure within your club/ organisation.

e Consider the privacy and safety settings available across all aspects of the services —
for photos, blog entries and image galleries - and set the appropriate level of privacy.
Failing to set appropriate privacy levels could result in messages which are
defamatory, libellous or obscene appearing on your profile before you have a chance
to remove them. This may result in significant personal distress, risk to the reputation
of the individual, the sport and/or the club/organisation.

e The ‘Accept comment’ setting allows a user to approve or pre-moderate a comment
from another user, usually a ‘friend’, before it appears on their web page/profile.
Ensure that you check all messages before they appear on your sports webpage /
profile so you can block any inappropriate messages

o Clubs using Facebook must only accept members of the club as their online ‘contacts’
on the Club Facebook (or other social networking site) page.

e Where clubs operate a Facebook (or other social networking site) page links may be
made from the young person’s page to the club page but additional personal links
between the pages of adults and young people must not be created.

e itisimportant that the sites privacy settings are set, ensuring that an outside person
may not be able to make contact with a young person by first gaining access via the
club’s social networking site.

e Coaches are reminded that ALL social networking websites are restricted to people

aged 13 years and over, this restriction must be adhered to.
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e Coaches may wish to consider setting up separate professional facebook pages which

link into club sites and allow a method of open communication for players and

parents.

Social Media: Do’s and Don’ts

Coaches and officials

It is always important to:

Remember, do NOT:

Understand the benefits of social media in

promoting your club or business.

Send private messages to children and young

people via social media.

Keep your photos and personal information

private.

Invite children and young people to

become “friends”.

Have separate social media accounts for

professional and personal use.

Send text messages to children and young

people without including their parents.

Apply the same standards of professionalism
to your social media as all other parts of your
coaching / officiating / business.

Send inappropriate text messages or post
messages on social media that are offensive,

nasty or derogatory in any way.

Young people

It is always important to:

Remember, do NOT:

Keep your photos and personal information

private.

Send inappropriate text messages or post
messages on social media that are offensive,

nasty or derogatory in any way

Have separate social media accounts for

professional and personal use.

Accept any friend requests from people you
don’t know or you feel uncomfortable

accepting.

Conduct yourself in a respectful and
courteous manner on social media as you
would on at home, in school or on the boccia

court.

Guidance on websites

The internet provides an excellent opportunity to reach a wide audience at little cost. BE and

clubs use the internet to publicise themselves and keep in contact with those interested in
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the sport. However Bee everyone needs to be mindful in how they present themselves

online and the risks the internet can pose to young people if not used appropriately.

Good practice guidelines include:

The website/profile should present a professional image, ensuring all language and
content is appropriate.

Plan how you will manage the website/social networking profile.

There should be more than one person with ‘moderator’ responsibilities so content
can be edited/removed quickly if necessary.

The website/profile should be regularly monitored and links reviewed regularly to
ensure they are appropriate and working.

Procedures and contact details for reporting any problems/concerns should be easy
to locate.

Contact details for the BE Lead Safeguarding Officer is available.

If you decide to publish team/player profiles of under 18’s, there and their parent’s
permission should be sought first.

Permission to publish photos/videos of young people should be gained from them
and their parents and follow photography guidelines.

Avoid publishing excessive personal information of under 18’s i.e. Never include
email address, home address, school attended etc.

Parents should be encouraged to view the website/profile as well as young people.



